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Conditions of Release

Silent Sentinel Limited reserves all right. This manual includes texts, pictures,
diagrams, and other contents belonging to Silent Sentinel Limited. Without the
written permission, no one shall copy, photocopy, translate or disseminate all or part
of this manual.

This manual is to be used as a guide. The photos, graphics, diagrams, and illustrations
provided in the manual are only used for explanation, which may be different from
the specific product. Please refer to the actual product. We try our best to make sure
all the contents in this manual are accurate. We do not provide any representations
or warranties in this manual.

If you need the latest version of this manual, please contact us. Silent Sentinel
recommends that you use this manual under the guidance of professionals.
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Record of Changes

Issue | Date Details of Changes Amended by
V1.0 | 22/06/2020 | Initial draft Xueer Lin
V1.1 | 25/06/2020 | Add context about text size, login pwd, BB-R, NUC, | Xueer Lin
EdgeVis pwd
V1.2 | 30/06/2020 | Modified context for release of v1.84.3-devA Xueer Lin
V1.3 | 03/07/2020 | Add license related content. Xueer Lin
Add pre-configuration instructions.
Add common trouble shooting.
V1.4 | 06/07/2020 | Formatting, spelling. Xueer Lin
V1.5 | 14/07/2020 | Update license request form Xueer Lin
V1.6 | 05/10/2020 | Add Thermal-only content Xueer Lin
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1. Prerequisites
Please refer to the help desk to ensure you have the latest version of the software
applications and user guides:

https://silentsentinelhelp.helpdocs.com/fixed-modum

2. Introduction
The aim of this document is to detail the steps required to configure and operate the SS ETS
(Silent Sentinel Evaluated Temperature Screening) system and associated capability.

3. System Overview
The entire ETS System has several components required to provide its entire capability as
follows:

Local Viewing. The local viewing capability allows the local operation and detection of
objects from a 2 to 5 meter range. A local operator is deployed at the front end with the
equipment providing a first layer mechanism of viewing and alerting. The local viewing
equipment consists of:

- MODUM Camera (Thermal & HD Daylight);

- Equipment Enclosure;

- Local Viewing Laptop running the Intelligent Screening Software;

- Blackbody Temperature Sensor (place at 2-5 meters away from the cameras);
- Transportable Equipment Platform / Housing.

4. Network Architecture
Figure 1 shows the system architecture/ connectivity of the capability.

MODUM Camera

-8 .

Thermal Blackbody

Ethernet
Connection

Laptop / Desktop
PC

Power Supply

Figure 1 ETS System Architecture

5. Junction Enclosure IP address

Junction Enclosure IP addresses (for all Junction Enclosures) are shown in Table 1. The laptop
should be given a static IP address other than 192.168.1.101 and 192.168.1.100. Detailed
instructions on how to configure a static laptop IP address can be found in Appendix A —
Configure a Static Laptop IP Address.
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Device IP Address Default Gateway Subnet Mask

Thermal Camera 192.168.1.101

HD Camera 192.168.1.100
Table 1 System IP Address Scheme

192.168.1.1 255.255.255.0

6. Computer Requirements
System requirements for the software are as follows:
- Operating System: Microsoft Windows 10.
- Processor': 32-bit or 64-bit Intel i5 or equivalent processor.
- Memory: 8GB RAM.
- Monitor Resolution: High Definition
- Hard Drive Capacity: >=256GB

7. ETS (Evaluated Temperature Screening) Software Operation
This section of the User Guide details how to connect, configure, and operate the MODUM
Screening application installed on the supplied laptop.

Hardware Setup
Before opening the software, please make sure that:
- MODUM device is powered on.
- MODUM is connected to the laptop via Ethernet cable, as shown in Figure 1.
- The laptop in use is connected to the same network/subnet as the MODUM camera
and meets the specification detailed in Chapter 6.
- If an Ethernet-USB convertor is used, please check if the LED on the ethernet side is
flashing constantly, as shown in Figure 2.
- The laptop’s LAN connection has a static IP address. Instructions of setup a static IP
can be found in Appendix A — Configure a Static Laptop IP Address.
- The Blackbody Temperature Reference device deployed with the FoV of the
MODUM unit, at the distance of 2-5 meters away and set as 35°C.

Figure 2 USB-Ethernet converter with LED indicator on and flashing

1 The CPU processer should have a benchmark score of greater than 7500 - www.cpubenchmark.net
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Cameras Setup
If you are switching from Silent Sentinel’s old solution to the new one, please make sure

your thermal and daylight camera are correctly configured as shown below.

Thermal camera

Tick Temperature Data
Switch.

For dual light unit
(daylight + thermal):

Set the framerate to 5
fps.

(£ Infrared Thermal Imager L
TCP/IP Alarm Storage

Thermometry Temperature Data Switch &

Framerate &

n

2, System

1 Enter http://(Thermal
cam IP address) in |E.
Infrared Thermal Imager
Log in as admin/admin
(default password)
2 Open System — Encode & pirmaiesions
Config — Encode Set. e
Encode Config TCP/IP Alarm Sto
. Thermometry Snap Se 0SD Add
For low resolution e oo
Ca m e ra . * Encode Type Main Stream
Encode Mode H.264
ReSO|UtI0n 384 X 288 Resolution ~ 384x288
‘K System * Framerate 50
Framerate: 50 fps
Encade Control VBR
Stream Value: 6144 fmede cuaty
Stream Value 6144
| Frame Interval: 50 Frame Interel
Click Confirm to save
the settings.
For high resolution Encode Config TCP/IP Alarm Storage System Core Setup Other
camera: Thermomety RN <
Encode Type  Main
Resolution: 640 x 512 ercodettode IEET
Framerate: 25 fps Resolution 640x512
Q, System Framerate 25
Stream Value: 6144 Encode Control | VR
Image Quality ~ 4
| Frame Interval: 25 S
Click Confirm to save {Frame Intenval
the settings.
3 Open System — Other. & i mztsa1 50

Other
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Click Confirm to save
the settings.

For single light unit
(thermal only):

Set the framerate to 20
fps.

Click Confirm to save
the settings.

onfig

Thermometry

Sy
Q, System

TCPAIP Alarm Storage

Temperature Data Switch &

Framerate ~ 20

-

etup Other

Daylight (Visual) camera

e If a thermal-only unit is in used, you don’t need to configure daylight camera.

1 Enter http://(Daylight
cam IP address) in IE.

Log in as admin/admin
(default password)

s

2 Open Basic — Codec.

Set H.264 resolution to
1280 x 720

Set H.264 FPS to 25 fps.

Click Submit to apply
the settings.

w2
B ic st 8
Web Viewer

Basic > Codec Information

Video Infomation

3 If the lighting condition
in the room is not good
enough to run face
detection, increase the
brightness setting.

Open Camera —
Exposure.

Increase the brightness
value accordingly.

Click Submit to apply
the settings.

e

amera > Exposure
EXPOSURE

Brgniness

~ o x
T
Web Viewer LoGouT

®0fF DoN
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7.1.

First-time Setup

7.1.1. Import License

1

Double-click the ETS shortcut
on the desktop.

OR open the SPXETS
application from the SS_ETS
folder.

There are 32-bit and 64-bit
executables. Itis suggested
to run the 64-bit version
whenever possible (i.e. not on
a 32-bit only OS).

ET5_Gdbit -

Shortcut

Date modified

18/06/2020 2

Application
Application
Bl e

Bl

XML Docurr

nent

If a license is absent or
invalid, it will prompt for the
MAC address to generate a
license for.

Use the form below to
request a license:
https://form.jotformeu.com/
201672508535354

;SPx License Error

]

After receiving the license
associated to the unique MAC
address, rename the license
as “cp-spx.lic” and place it in
the application folder.

Bl cp-spx.lic

| SPx license not found (MAC 00:24:98:61:2A:42).
Please verify license instaliation and restart application

b

Now you should be able to run ETS as normal.

7.1.2. Open the Software

1

Double-click the ETS
shortcut on the desktop.

OR open the SPXETS
application from the
SS_ETS folder.

There are 32-bit and 64-
bit executables. It is
suggested to run the 64-
bit version whenever
possible (i.e. not on a
32-bit only OS).

ETS_6dbit -
Shortcut

Application

Application
EMP File
EMP File
RPI

XML Document
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When first run, it should
prompt you to run the
wizard to specify which
camera model you are
using.

SPXETS Configuration Error

Please run the setup wizard to specify the camera type.

Allow all network access
if Windows Security
Alert pops up.

* Windows Security Alert

O Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of SPXETS on all public and private

networks.
MName: SPXETS
Publisher: Cambridge Pixel Ltd.
Path: C:yusers\shell lingoogle drive'silent sentinellsilent sentinel

bridgepixel_sw'modum_viewer

Private networks, such as my home or work network

Public networks, such as those in airports and cafés (not recommended
because these networks often have lite or no security)

What are the risks of allowing an app throuah a firewall?

D allow access Cancel

Acknowledge the
Disclaimer.

'WARNING REGARDING COMDITIONS OF USE

This Device is not FDA deared or approved for medical diagnosis of
ilness or symptoms of ilness.

Device is intended to be used only:

i. for triage purposes to perform initial body temperature measurement,
ii. where an elevated body temperature measurement is confirmed in
the context of use with secondary evaluation methods {e.g., non-contact
infrared thermometer (NCIT) or dinical grade contact thermometer);
and
iii. where such devices do not create an undue risk in light of the
public health emergency.

Per U.5. Food and Drug Administration {"FDA") guidance ("Enforcement
Policy for Telethermographic Systems During the Coronavirus Disease 2019
{COVID-19) Public Health Emergency™ (April 2020)):

the Device should not be solely or primarily relied upon to

diagnose or exdude & diagnosis of COVID-19, or any other disease.

i. public health offidals, through their experience with the Device
in the particular environment of use, should determine the
significance of any fever or elevated temperature based on the
skin Telethermographic temperature measurement.

iii. the system and technology should be used to measure only one

subject's temperature at a time;

and

The home page with
video display should be
as per image on the
right.

ST SN
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7.1.3. Admin Login & Full Control Panel

1 | Click the Admin
button. W SIOV STl

Default
password: admin

Admin

- Enter Password n

of = N l
N | =

2 | Click the Full
button to display " S".ENT SENTINEI.
all the control VISION & NATIEN CONTRL

panel buttons.
Admin

Full *‘

Save

Settings

3 | Home page with
full control panel
is shown as per
image.

I SUT SN

7.1.4. Select Thermal Camera Type

1 | Login as admin Enter Password

2 | Open the File drop-down
menu.

Fils View Tools

Setup 'ﬁnzard... Ctri+w

Ctri+Shift+S
Select Setup Wizard
from the dropdown
menu.
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(1) 5Px ETS Setup Wizard *

3 | Keep clicking Next until
you arrive at the Camera

page. Camera

Select the camera type Flease set the camera type:

being used: dual light or (®) Daylight and Thermal
single head. () Thermal only

Please set the camera model:
Select the camera model

being used: FD384H (low FD384H W
resolution) or FD640H

high resolution).
(high resolution) 30% Complete Prev Finish

4 | Keep clicking Next until
you arrive at the
Finished page.

& | SPx ETS Setup Wizard X
Fnshed

Congratulations - you have completed the wizard.

Click Finish. Please save the configuration fle and restart the application for the changes to take
effect
100% Complete Prev || Mext [ Firish J
5 | Save the .rpi file. i
T > ThisPC » OS(C:) » SPxETS-V1842-devk v | ® Search SPxETS-V1.84.2-devK
Organise »  New folder - @
P il
B8 This PC " '
3 3D Objects
I Desitop
o
D Music
&= Pictures
W videos
. 08(C)
@ Network
File name: ”
Save as type: Configuration Files [*.rpi) =
A Hide Folders I E I Cancel
6 | Click Yes to restart the SPETS
application.

The application must be restarted using the
saved configuration file for the changes to
take effect,

Do you wish to restart the application now?

[]Em[] te

7.1.5. Offset and Alignment Nudging (Dual-light system only)

1 | ¢ Measure the distance between blackbody and camera (recommened distance: 2-
5m).

e Avoid placing blackbody at the edge of FOV.

e Make sure you have set the camera type as instructed in 7.1.4.

e Forsingle light MODUM unit (i.e. thermal only), you can skip the alignment step.
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Open Setting
windows.

ST ST

Admin

Enter the distance 1] settings 7
between the camera
and blackbody as
Reference Range.

Alarms  Misc

Temperature Units:
(®) Metric (C)

O Inpesial (F)
Close the window to

. Dsplay Options:
apply the setting.

M remperatres Font Sze: | 16 s
] Confidences [\}
[[] omensons

Reference Range:
Metres: 200 ==

Black Body:

Standard deviaton: | 0.05 =S
Camera:

FMnuc auto

NUC Intervai: 1 2 minutes

Show the Full

interface " s“‘w[ m.m."ﬂ

Admin

Full

Switch to Side-by-Side
(thermal-daylight)
display.

Enable BB and BB-E.

noT nor BB BBE | NCOMP

Draw a small rectangle
to cover around 30%
of the blackbody area
in the thermal stream.
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Disable BB-E.

Use the Nudge
buttons (L/R/U/D) to
align the yellow
rectangle in the
daylight stream to
cover the same area
as the purple box
thermal display.

10

Click Save to save the
configuration.

W 13
1O O

7.1.6. Set Region of Interest (ROI)

Face detection is only applicable within the region of interest. Setting a proper ROl can

reduce the CPU usage and guarantee the face detection performance.

Open daylight-only or
side-by-side (Daylight-
Thermal) display.

* For single-head unit,
you will not see this
option.
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Enable ROI and ROI-E.

Draw the area of
interest in daylight
display.

Note: If the ROl is too
large, the face
detection ability might
be compromised.

A recommended size
for ROl is shown as per
image.

Disable ROI-E.

Click Save to save the
configuration.

Admin

Full

Wizard

Error

Nudge

~
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7.1.7. Set background image

This button is only displayed if a thermal-only camera is
configured (i.e. not a combined daylight/thermal video
camera).

If the operator notices poor performance (for example,
because a sudden change has happened - such as the
camera being moved without rebooting or a new object
being placed into view), then the Reset B/G button can be
used to immediately reset the background image.

It should only be used with a “clean” view (with no people
in view, because those people will not be detected).

B [RGB = o
HOT| HOT = comp Reset B/G
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7.2. Home Screen Brief Introduction

| J

Admin

Full

h W B [RGB
AF ot nor nor |88

Title Description

'Jr”in | |Og in.

Settings

Show the full control panel display.

Save the current configuration.

To open the setting window.

When the software encounters an error message, this
button will appear.

Press F8 to check the error logs.

Clicking the button acknowledges the error.

Nudge to align daylight and thermal display for correct
mapping.

Spot measurement (cursor reading)

Face bounding box

Pic-in-Pic display

Overlay text

Region of Interest display

Draw the region of interest
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Alarm alert threshold and operational status.

Freeze thermal display

Auto focus the thermal lens.

Colour palette: White Hot, Black Hot, RGB Hot.

Enable/Disable blackbody correction.

Draw blackbody area.

This button is shown when BB-E is enabled, and a
blackbody obstruction error has occurred.

Pressing this icon acknowledges the error and resume
other functions.

Enable/Disable Temperature compensation.

Video display layout options.

Reset background image for thermal detection.

Display thumbnails and data from alarms.

Region of interest where the camera will check for
faces

Blackbody area where the camera will reference
temperature from.
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7.3. Basic Operations

7.3.1. Set Blackbody Area

1 | Make sure that both streams are aligned. See 7.1.5 above for details.

2 | Enable BB and BB-E.

oy cody |

COMP

3 | Draw a small rectangle at
the centre of the
blackbody area in the
Thermal stream’s FOV.

4 | Disable BB-E.

romemeycod, |

L3 RGE - =
& HOT| HO BB '“‘i'k! COMP

5 | Click Save to save the
configuration.

7.3.2. Set Region of Interest (ROI)

1 | Make sure that both streams are aligned. See 7.1.5 above for details.

2 | Open daylight-only or side-

by-side (Daylight-Thermal) (7 %) S B9 (X

1

display.

* For single-head unit, you
will not see this option.
3 | Enable ROI and ROI-E.

4 | Draw the area of interest in
daylight display.

Note: If the ROl is too large,
the face detection ability
might be compromised.

A recommended size for ROI
is shown as per image.

Page 19 of 41



5 | Disable ROI-E.
6 | Click Save to save the
configuration.
7.3.3. Change Text size
1 | Login as admin
2 | Click the Full button to display
all the control panel buttons.
3 | Click Settings to open the
configuration window.
4 | Under the tab Misc, set the 1) settings X |
Font Size for temperature data
display. Alarms | Msc
Temperature Units:
Close the window to apply the @ Metric ()
settings. O Impesial (F)
Desplay Options:
M remperatres Font Sze: ‘ 16
[CJ Confidences l:
g
[[] imensons
Reference Range:
Metres: 200 =
Black Body:
Standard deviation: | 0.05 =S
Camera:
FInuc auto
NUC Interva: 1 < mnutes
5 | Click Save to save the
configuration
7.3.4. Change log in password

Log in as admin.
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Open the File drop-down

menu.

Select Set Admin
Password from the
dropdown menu.

Enter the new password.

Click OK to save and
apply the setting.

7.3.5. Set IP Address for Video Source

The following steps show how to change the IP of video source. It does NOT change the
camera’s IP address. To change camera’s IP address, one must go to Web GUI to do so.

Log in as admin

Open the File
drop-down
menu.

Select Setup
Wizard from the

dropdown menu.

Enter Password

Ctri+w

Ctri+Shift+S

i) SPx ETS Setup Wizard

Keep clicking X
Next until you Viko
arrive at the Fhase set Bin aAcht camara addrom!
Video page. w1 ] |
Please set the thermal camera address:
Type the IP 192,168, 1.101 ‘
addresses of the
video stream 37% Complets | Prev Finish
sources. —
Keep clicking X

Next until you
arrive at the
Finished page.

Click Finish.

4| SPx ETS Setup Wizard

Frshed

Congratulations - you have completed the wizard,

Please save the configuration fle and restart the application for the changes to take

effect

100% Complete

[ Feh,|

A
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5 | Save the .rpi file. | “** X
4 s ThisPC » OS(C:) » SPxETS-VIB42-devk v & Search SPxETS-V1.04.2-de
Orgenise »  New folder B~ @
Name - Date rr LT
o Quick access
SPXETS 1334 RP| B
B This PC
B 30 Objects
B Desktop
| Documents
§ Downloads
B Music
&= Pictures.
B videos
08y
o Network
File name:
Save as type:  Configuration Files [*.rpi) v
A Hide Folders Save [, Cancel
6 | Click Yes to SPXETS
restart the
appllcatlon' The application must be restarted using the
saved configuration file for the changes to
take effect,
Do you wish to restart the application now?
= =

7.3.6. Full screen display

1 | Login as admin. Enter Password

2 | Select View menu. File View Tools

Full Screen
Select Full Screen from

the dropdown menu.

Or press F11.

7.3.7. Disable Blackbody Calibration (not recommended)

The MODUM software uses the blackbody temperature reading as a reference. It is strongly
advised to keep this function enabled at all times.

1 | Login as admin Enter Password

Admin

2 | Disable the BB button —
not recommended.

7.3.8. Change Blackbody Temperature (not recommended)

As the blackbody provided by Silent Sentinel is set to a fixed temperature of 35°C by default,
it is suggested to keep the blackbody temperature value as 35°C in the ETS software.
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Log in as admin

Enter Password

[ xxen

Admin

Select File menu.

Select Setup Wizard
from the dropdown
menu.

Keep clicking Next until
you arrive at the
Blackbody page.

Enter the temperature
that matches the
blackbody reference
value.

(1) SPx ETS Setup Wizard

Black Body
[“]1s a black body to be used?

Temperature of black body

50% Complete | Prev Next |

Finish |

Keep clicking Next until
you arrive at the
Finished page.

Click Finish.

4| SPx ETS Setup Wizard

Frshed

Congratulations - you have completed the wizard.

Please save the configuration fle and restart the application for the changes to take

effect.

100% Complete Prev

Save the .rpi file.

(1) Save as
A [ ThisPC » OS(C) » SPxETS-V1.842-devk

Organise v New folder

Name Date modified

# Quick access -
SPxETS
B This PC

B D Objects
B Desktop

% Documents
& Downloads
D Music

& Picturss
B Videos

i 05(@)

b Network

File name:
Save astype: | Configuration Files (rpi)

A Hide Folders

I S!UEE I Cancel

Click Yes to restart the
application.

SPxETS

The application must be restarted using the
saved configuration file for the changes to

take effect,

Do you wish to restart the application now?

=

No
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7.3.9. Remove Blackbody Error

1 | When the blackbody is not 2 012070 652 SNIR HIOIOEIC R
aligned with the marked area set
by ETS, a warning message will
overlay on the video display, as
per image.

When this message shows up, all
temperature-related service will
stop, e.g. face detection, cursor

reading etc.

2 | The error can be removed by
redrawing the blackbody area.
Detailed instructions can be
found in 7.3.1.

3 | If the blackbody area is correct,
click BB-R to acknowledges the
error and resume other
functions.

Note that BB-R only appear
when BB-E is enabled.

7.3.10. Configure Audible Alarm

1 | Login as admin Enter Password

2 | Click the Full button to display all
the control panel buttons.
3 | Click Settings to open the Settings
configuration window.
4 | Under the section Audible 1) settings X
Alarms: procomssg
E Audible Alarms
Tick/Untick o [ Audible Alarms ] Audibie All Clears
enable/disable a sound Logong
notification for every alert [Jteg Alarms To Disk []tog Al Detections To Disk
tl‘i; ;[ered. [[] save snapshots To Disk
Temperatures
Tick/Untick [J#udsle a1Gexs ¢ i :: = 5
Alarm: . -
enable/disable a sound —
Max: . -
notification for every non-fever
Face Detection

detection.

Processing Interval: | 8 = frames

-

Mnimum Confidence: | 0,50

Page 24 of 41



5 | Click Save to save the
configuration.
7.3.11. Configure data logging/saving
1 | Login as admin Enter Password
2 | Enable full control panel
3 | Click Settings
4 | Under the section Logging: 1) settings
Tick/Untick [iog Marms ToDek. Nerms  Misc
enable/disable logging of all detected Audible Alarms
ever. Information logged includes Date, £ Audible Alarms £ Audiie Al Gears
Time, Status, Temperature, Threshold Logong
and screen coordinated of the detected [tog Alarms o Disk []tog Al Detections To Disk
face. [] save Snapshots To Disk
Temperatures
Tick/Untick [ies Al Detections To Dk 4 i il 5
. 7. =
enable/disable logging for all detected i i %
face. Same information is saved as s il
detailed. Face Detection
Processing Interval: | 8 + frames
Tick/Untick [5aveSnapshatsToDsk 4 Meium Confidence: |0.50 1S
enable/disable saving a snapshot of the
fevered face.

Click Save to save the configuration.

7.3.

12. Check logged data

Data logging can be turned on/off following steps in 7.3.11.

Navigate to the folder SS_ETS.

Open the .csv file “SPXETS-Log-Date-
Time.csv”

cdop » MODUM_Viewer_dev] »

Mame .
Snapshots

T epsprlic

(1) sPuETS

| SPxETS

(1) sPxETS_64

£37] SPXETS-Log-20200618-155607

] SPxWizETSSetup

et
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AutoSave (@ o) [T 9~

X7 SPETS-Log-20200615-.. X [ SN

SPyETS-Log-20200618-155607 ~

File Home Insert Draw Page Layout Formulas Data Review Wiew

P24 h I
A B C D E F G

1 |SPxETS Logfile "SPXETS-Log-20200618-155607.csv" - V1.84.2-dev] - 110-0364
2 |Date Time Status  Temperature(C) Threshald{C) X A W
3 18/06/2020 15:59:02 ALARM 38.5 37.3 0.61 0.46
4 18/06/2020 15:59:06 ALARM 36.7 36 0.6 0.46
E 18/06/2020 15:59:14 ALARM 354 36 0.63 0.47
6 18/06/2020 15:59:26 ALARM 39.5 36 0.7 0.49
7 18/06/2020 15:59:29 ALARM 36.2 36 0.59 0.44
8 18/06/2020 15:59:38 ALARM 416 36 0.62 0.45
g 18/06/2020 15:59:40 ALARM 39.8 36 0.6 0.32
10 18/06/2020 16:01:39 ALARM 36.4 36 0.47 0.46
1 18/06/2020 16:01:46 ALARM 36.4 36 0.41 0.47
12 18/06/2020 16:01:57 ALARM 36.3 36 0.17 0.47
13 18/06/2020 16:02:03 ALARM 36.2 36 0.17 0.47
14 18/06/2020 16:02:29 ALARM 36.1 36 0.21 0.52
15 18/06/2020 16:02:38 ALARM 36.4 36 0.21 0.52
16 18/06/2020 16:06:02 ALARM 36.6 36 0.74 0.27
17 18/06/2020 16:06:08 MSG
18

Help

0.1
0.1
0.1
0.09
0.09
0.1
0.04
0.1
0.13
0.11
0.11
0.11
0.1
0.04

0.2
0.2
0.21
0.21
0.2
0.2
0.09
0.2
0.23
0.21
0.21
0.19
0.19

End of log.

image.

have the bottom-left corner be (0,0)

and top-right corner be (1,1).
percentages of the dimensions of the

snapshot (Example: the X and Y

X and Y coordinates are mapped to
coordinates of the centre in a

The values represent distance in

1920x1080 snapshot would be
The width and height are not

(0.5,0.5)).

coordinates, but instead perimeter (in
percentage of snapshot dimensions)
of the area detected with a face in it

starting at the bottom-left corner as

the point given with the coordinates.

3 | An example of log (Alarm Only) as per

7.3.13. Check alarm snapshots
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The snapshots are from alarm
only.

Each picture is named with
capture date, time,
temperature and source
stream.

<« MODUM _Viewer_dev) > Snapshots

v| O

20200618-155902.954682-38.5-dI ¢,‘ 20200618-155902.954682-38.5-th
JPG File JPG File
15.8 KB 4.19KB
20200618-155906.148515-36.7-d| 20200618-155906.148515-36.7-th
JPGFile JPG File
15.9K8B 437KB
20200618-155914.526113-39.4-dll 20200618-155914.526113-39.4-th
JPG File JPG File
14.1KB 418KB
20200618-155926.355296-39.5-d| = 20200618-155926.355296-39.5-th
IPG File $ W pGrFile
9.61KB i 382KB
20200618-155929.266610-36.2-dI 20200618-135929.266610-36.2-th
JPGFile JPG File
14.5K8 4.20KB
20200618-155938.869853-41,6-dI # 20200618-155938.869853-41.6-th
PG File JPG File
14.0KB 448KB
20200618-155940.834763-39.8-d| 20200618-155940.834763-39.8-th
JPG File bl oG File
3.89KB 1.37KB
20200618-160139.066708-36.4-dI 20200618-160139.066708-36.4-th
JPGFile JPG File
15.5KB 453KB

7.3.14. Change temperature threshold

1 | Login as admin

2 | Enable full control panel

3 | Click Settings

4 | Under the Temperatures section,
set the min and max temperature
of objects that the software can
recognize as a face.
Adjust the alarm threshold to
trigger after a face above the
threshold value is detected.

5 | Click Save to save the

configuration.

Enter Password

[ J—

(1) settings

Alarms  Misc

Audible Alarms

Audible Alarms

Logging

[JLog Alarms To Disk

[] save Snapshots To Disk

[[] Audible All Clears

[[JLog All Detections To Disk

Temperatures
Mn:

Alarm:

Max:

Face Detection

Processing Interval: |8
Mnimum Confidence: |0.50

-
v
-
v

7.3.15. Configure Face Detection Settings

1

Log in as admin

Enter Password
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2 | Enable full control panel
3 | Click Settings Settings
4 | Under the section Face Detection, (1) settings
set the process interval (unit:
frames) and minimum confidence il
as per image. Audible Alarms
[ Audible Alarms [JAudble All Clears
Processing interval determines the e
frequency (measured in frames) of [JLog Alarms To Disk [JLog Al Detections To Disk
mapping between daylight and []save Snapshots To Disk
thermal stream.
Temperatures
Minimum confidence defines the o l o
confidence (measured in Alarm: E .
percentage) in face detection. Max: WZT =
Face Detection
Recommended value: D CE RN InGe et ‘e 2
Dual //qht system: P E -
Processing Interval: 6-8 —
Minimum Confidence: 0.2
Single light system:
Processing Interval: 1
Minimum Confidence: 0.4-0.5
5 | Click Save to save the

configuration.

7.3.16. Change Temperature Scale

Enter Password

1 | Login as admin
2 | Enable full control panel
3 | Click Settings

Settings
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1] Settings

Alarms Misc

Temperature Units:
(®) Metric (C)
O Imperial ()

4 | Under Misc tab, select the
temperature scale.
Close the window to apply any
setting.

5 | Click Save to save the

configuration.

Dsplay Options:
I remperatures
[ Confidences
[[Jomensons
Reference Range:
Metres:

Black Body:

Standard deviaton:

Camera:
Mnuc auto
NUC Intervai:

Font Sze: ] 16

200 =

0.05

P

minutes

R

7.3.17. Face Detection Data Overlay Options

Enter Password

i Settings

Alarms  Misc

Temperature Units:
(@) Metric (C)
O Inperial (F)

Dssplay Options:
I remperanres
[JConfidences
[[] omensons

Font Sze; ‘ 16

[

1| Login as admin

2 | Enable full control panel

3 | Click Settings

4 | Under the Misc tab, tick items in
the Display Options to be included
in the face bounding box.
Set the size for the displayed
text/data.
Close the setting window to apply
any settings.

5 | Click Save to save the

configuration.

Reference Range:
Metres:

Black Body:
Standard deviaton:
Camera:

MnuC auto

NUC Intervai:

2,00

0.05

1 2 minutes
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7.3.18. Configure Blackbody Obstruction Detection

1 LOg in as admin Enter Password
2 | Enable full control panel
3 | Click Settings
4 | Under the Misc tab, set the value 1] settings X |
for standard deviation in the e
Blackbody section. e
Recommend value: 0.05. Sy
O Inperial F)
Close the setting window to apply SRS
any settings. A emperatres Fontsee: (16 2
] Confidences l:
¢
[[] omensons
Reference Range:
Metres: 200 =5
Black Body:
Standard deviaton: |0.05 =5
Camera:
Mnuc auto
NUC Intervai: 1 : minutes
5 | Click Save to save the
configuration.
7.3.19. Configure thermal Non-Uniformity Correction (NUC)
1 | Login as admin
2 | Enable full control panel
3 | Click Settings

Settings

Page 30 of 41



4 | Under the Misc tab, tick NUC Auto 1) Settings X
if you wish to let the camera
conduct self-calibration
automatically. Set the interval
(measured in sec).

Alarms  Misc

Temperature Units:
(@) Metric (C)
O Inperial F)

Unticking NUC Auto turns off auto Dispiay Options:
NUC. M remperanres Fontsze: |16 [

] Confidences D} ‘

Close the setting window to apply [ Eamensins

any settings. Reference Range:
Metres: 200 =S

Black Body:
Standard deviaton: | 0.05 =

Camera:
Mnuc auto
NUC Intervai: 1 2 minutes

5 | Click Save to save the
configuration.

7.3.20. Auto focus the thermal lens

1 | Click AF button to start auto
focusing the thermal lens.

7.3.21. Change colour palette

1 | Enable full control panel

2 | Select the colour palette to display
for thermal stream: White Hot,
Black Hot and RGB Hot.

3 | Click Save to save the
configuration.

7.3.22. Temperature Compensation Mode

SS ETS uses a temperature compensation algorithm to calculate the core body temperature
when given the temperature reading the face skin. The compensation mode can be toggled
via following steps.

1 | Enable full control panel

2 | Enable/Disable COMP button.

7.3.23. Clear data (error/thumbnails)

1 | Login as admin Enter Password e

Admin E Cancel
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() spxeTS

File View

B

Tools Help

Settings...

Log Message...
Clear Error...

| Clear Thumbnails...
Admin ‘ Grab Screen...

View

_// .,s!.lﬂ

| Clear Thumbnails. ..
Admin ‘ Grab Screen...

2 | Select Tools in the top menu bar.
Click Clear Error to erase all the
logged message.
3 | Click Clear Thumbnails to erase all File
the snapshots stored on the right-
hand side.
4

F7
Ctri+L
Ctri+E
Ctr+T

Ctri+G

F7
Ctri+L
Ctri+E
CEri+T

Ctri+G

Note that this step only clears the data stored on the software. It does NOT delete

data stored on the disk.

7.3.24. Take screenshot

& SPxETS-20200619-134735
&| SPxETS-20200619-184652
|| SPxWizETSSetup

S o 2 % @ »

1 | Login as admin Eia Pasusid
l e [:?
Admin [E Canced
2 | Select Tools in the File View [ools Help
top menu bar. Settings... F7
" S".E Log Messag Ctri+L
. yision |
Click Grab Screen to Clear Error... Ctri+E
take a screenshot of | Clear Thumbnails... Ctri+T
the application Admin | Grab Screen... Ctri+G
window.
OR press Ctrl + G.
3 Screenshots are > ThisPC > OS(C) > SPxETS-V1.84.2-devk v b Search SPXETS-V1.84.2-devk
automatically saved Name ‘ Date modified
in the same directory | &% .
&/ logo
as SS ETS application. =Ll
’;Tuspxzrs 2
[1] SPxETS 64

7.3.25. Hide thumbnail display

1

Log in as admin.

Enter Password n

[ -

I

Admin
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Select File in the top
menu bar.

Click Parameter
Control to open the
Parameter
Configuration window.

Set Admin Password...

In Parameter
Configuration window,
type
Application.Layout in
the Parameter field.

Set value 6 for
Daylight-only display.

In Parameter
Configuration window,
type
Application.Layout in
the Parameter field.

Set value 7 for
Thermal-only display.

File View Tools Help

Ctri+w

Setup Wizard...

Save As... Ctri+-Shift+S

Save Ctri+S
Parameter Control... Ctri+P
Leave Admin Mode

Exit

[ 7] Parameter Configuration X

Parameter: IADDIicaﬁon.l.aynut - I
Value: I 3 I

(1] Parameter Configuration X

Parameter: I Application.Layout VI
Value: I ;! ||

OR select Side-by-Side
display to cover the
thumbnail display.

220)7200)=e 0)5= 229 YU %8

[ SLENT SENTINEL
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7.4. Advance configuration

7.4.1. Use Modbus for alarm output

1

Log in as admin

Enter Password

2 | Select File menu.
Select Setup Wizard
from the dropdown
menu.
3 | Keep clicking Next (£] sPx ETS Setup Wizard X
until you arrive at the Modbus
Modbus page. [A1s  Modbus unit to be used for alarm output?
Address
. . 192.168.1,102
Tick to confirm a \
. Port
Modbus module is 0 z
being used. Cod
16 =
Set the IP address and C{% :
. . bt :
relevant information.
75% Complete Prev Next Fnish
4 | Keep clicking Next 1) SPx ETS Setup Wizard %
until you arrive at the
Finished page. rishac
Congratulations - you have completed the wizard,
Click Finish.
Please save the configuration fle and restart the application for the changes to take
effect.
100% Complete Prev c Finish X
‘\“‘
5 | Save the .rpi file. Ho *
1 » ThisPC 5 0S(C) » SPAETS-V1842-devk v | o ET devk
Organise > New folder - @
o Na ;;m Date modified Tpe N
B This PC " .
8 30 Objects
B Desktop
-
b Music
& Pictures
B videos
T 05(C)
o Network
File name: | TEE

Save as type: | Configuration Files (“rpi)

A Hide Folders
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Click Yes to restart the
application.

SPxETS

The application must be restarted using the
saved configuration file for the changes to
take effect,

Do you wish to restart the application now?

e =

7.4.2. Use of EdgeVis

1 | Login as admin Enter Password
2 | Select File menu.

Select Setup Wizard

from the dropdown

menu.
3 | Keep clicking Next (1) SPx ETS Setup Wizard X

:ztll ://(.)u arrive at the e

eVis page.
& Pag [T]1s an EdgeVis unit to be used for alarm output?
i : Address

Tick to confirm an 192.163.1.103 |

EdgeVis module is Poei

being used. [80 -

baﬁword

Set the IP address, ]

Port number and

Password. 87% Complete Prey Next Finish
4 | Keep clicking Next 1) SPx ETS Setup Wizard %

until you arrive at the
Finished page.

Click Finish.

Firshed

Congratulations - you have completed the wizard,

Please save the configuration fle and restart the application for the dhanges to take
effect.

100% Complete Prev Mext le\
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5 | Save the .rpi file. S

4 11 s ThisPC » OS(C) » SPxETS-V1.842-devk

Orgenise ¥ New folder

Hame

# Quick access .
SPXETS 19/06/2020 13:34 RPI File

B This PC

“J 30 Objects

I Desktop

%] Documents

& Downloads

B Music

& Pictures

B videos

= 05(C)

o Network

File name:

Save sstype Configuration Files (*rpi)

A Hide Folders I | Save t .I Cancel

6 | Click Yes to restart the | ¢p ¢r¢
application.

saved configuration file for the changes to

a The application must be restarted using the
take effect,

Do you wish to restart the application now?

7.4.3. View message log

1 | Login as admin. Enter Password

l J—

2 | Select View in File | View
the top menu
bar.

Click Message
Window to open
the message log.

3 | An example of () Mescages X
Message log is as | Gearuffer | [Freeze Window
per image. 13:40:09: SPXETS V1.84,2-devK. A

13:40:09: License ID 110-0364
13:40: 11: Exited admin mode.
13:40:16: SPx Warning - AV Error (#2500), args 219744, 221184, SPxAVProcTempExtract::Process, Payload too small.
13:40: 19: Entered admin mode.
13:40:33: SPx Waming - AV Black Body (£2695), args 1, 0, Black body out of spec (stddev 4,535, mean 34.7).
19 13:40:33: SPx Info - AV Black Body (=2695), args 5, 0, Black body in spec (stddev 0.026, mean 35.1).

17: SPx Warning - AV Error (#2500), args 215424, 221184, SPxAVProcTempExtract::Process, Payload too small.
20: SPx Warning - AV Error (#2500), args 212544, 221184, SPxAVProcTempExtract::Process, Payload too small,
23: SPx Warning - AV Error (#2500), args 211104, 221184, SPxAVProcTempExtract::Process, Payload too small.
11: SPx Waming - AV Black Body (£2695), args 1, 0, Black body out of spec (stddev 0.052, mean 35.0).
11: SPx Info - AV Black Body (=2695), args 32, 0, Black body in spec (stddev 0.023, mean 35.0).
3:44:11: SPx Warning - AV Black Body (#2695), args 1, 0, Black body out of spec (stddev 0.067, mean 35.0).
3:44:12: SPx Info - AV Black Body (£2695), args 17, 0, Black body in spec (stddev 0,048, mean 34.7).
3:44:12: SPx Warning - AV Black Body (£2695), args 1, 0, Black body out of spec (stddev 0.067, mean 34.9).
3:44:12: ALARM: 40. 1°C (current threshold 37.39)
3:44:13: SPx Info - AV Black Body (2695), args 50, 0, Black body in spec (stddev 0.042, mean 35.1).

§EEEEEEEEEFEEEEET)

19

7.4.4. Advanced parameter control

Advice not to change. If necessary, consult Silent Sentinel before modifying. Changes
without any consultation may result in a malfunction.
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8. Common problems and solutions

8.1. Face detection not working

A. Possible cause: poor lighting condition

Solution:
1 | Enter http://(Daylight | &2 -
cam IP address) in IE.

Login as
admin/admin ....

(default password)

2 | Open Camera — L
Exposure.

Increase the
brightness value
accordingly.

Click Submit to apply ==
the settings.

B. Possible cause: ROl too large
Solution: re-draw ROI with a smaller size. Detailed steps can be found in 7.3.2 above.

8.2. Face bounding box lagging

A. Possible cause: ROI too large
Solution: re-draw ROI with a smaller size. Detailed steps can be found in 7.3.2 above.

B. Possible cause: face processing interval too long.

Solution: reduce the face process interval by following steps in 7.3.15. Beware that
reducing the interval will result increase in CPU usage. Please make sure there is enough
CPU resource available on PC.

C. Possible cause: Single light system in used (i.e. thermal-only)
Solution: Add the following line at the end of SPXETS.rpi file located in /Config folder:
Videol.MetadataDelay = 4 # frames

8.3. Thermal-only detection picking up non-face objects (e.g. arms,
blackbody...)

A. Solution:

Reset B/G

a. When the background is “clean” (i.e. no one in the FOV), press to reset the
background image.

b. Increase the confidence threshold for face detection.
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C.

(1) Settings

Alarms  Misc

Audible Alarms
[1 Audible Alarms

Logging
[[JLog Alarms To Disk

[] save snapshots To Disk

Temperatures

Max: 30~0 3

Face Detection

Min: 30.0 =
Alarm: 373 =

[[] Audble All Clears

[[]Log All Detections To Disk

-
-

Mnimum Confidence:

Processing Interval: |8 =
0

Reset the Region of Interest (ROI) to exclude body parts.
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Appendix A — Configure a Static Laptop IP Address

Select the Start Button and
Type ‘Control Panel’

Celsius.
Al Apps Documents Web  More ¥

Best match

Control Panel

App
Apps
El NVIDIA Control Panel >
[ Settings >
Intel® Graphics Control Panel >
Search the web
£ control panel - See web results >

Settings (3)

50 ‘l“

Control Panel
App

= Open

Recent

“ Network and Sharing Center
A% Devices and Printers

“ power Options

% Recovery

& Device Manager

B

£ control pane||

Page

Select Network and Sharing
Center

@« O & € ~ o @& 0O

= « 4 5 > Convol Panel > All Control Panel ltems

Adjust your computer’s settings

& Administrtive Tools 83 AutoPloy

M Color Management @ Credential Manager

& Device Manager

= Devices and Printers

% File History

) Internet Options

 Mouse

Gl Programs and Features "B Recovery
"W Security and Maintenance P sound
@ sync Center B System

8, User Accounts. ol windows Defender Firewal

® wark Falders

) -

Search Control Panel

View by: - Small icans -

¥ Backup and Restore (Windows 7) A BitLocker Drive Encryption

71 Date and Time g Default Programs
@ ase of Access Center = File Explorer Options
A Fonts £ Indexing Options
~ Keyboard @ Mail (Microsoft Outlook 2016)
€3 Phone and Modem '@ Power Options
M Region ) RemateApp and Deskiop Connections
& speech Recognition £ storage Spaces
e Taskbar and Navigation & Troubleshoating

B Windaws Mobility Center B Windows To Go
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Select Adapter Options

2 Network and Sharing Center

« « 1 B Control Panel > All Control Panel tems > Netwark and Sharing Center v U

View your basic network informatian and set up connections
Control Panel Home

Viewt your active networks

VPN - VPN Client
Public network

Accesstype:  Intemet

Connections: < VPN - VPN Cliey

settings

Media streaming options

Unidentified network Accesstype:  No Imternet access

Fublic network Connections: wl Wi-Fi (SKYF2182)
Change your networking settings
AW et up s new conmection or network
Set up a broadband, dial-up, or VPN connectian; ar sel up a router or access point
= Troublesheot problems.

Diagnose and repair netwark problems, or get troubleshaoting information

Internet Options

Windows Defender Firewall

Double Click on the relevant
network adapter

1 % » Control Panel » Network and Intemet » Network Connections v o

Organize - Enable this network device  Diagnose this connection  Rename this connection  Change settings of this connection =

Bluetooth Network Connection
Not conne
Bluetooth D

Ethemet 3

Disabled

ExpressVPN TAP Adapter
Npcap Loopback Adaprer
E d

Loopback Adapter

Vhware Network Adapter VMnet

VPN - VPN Client
VPN - VPN Client

ns 1 item selected

Double Click on ‘Internet
Protocol Version 4
(TCP/1PV4)

4 ' » Control Panel » Network and Internet > Netwark Connections v v Search N

'"ﬂ“ﬂiﬂq Shaning
1 Connect using
! P r—

B et for Mhcrosch Networks -
B Meare Bdge Protocel

¥ fie and Priter Shasing for Microsaht Networks

1P Npcap Packet Deiver (NPCAF)

0105 Packet Schedider

This connection uses the folowing tems:

UK R

M-
2 Wicrsct Network Adapter Mutiplexcr Frotocol v
e s
it - T -
Descrption
l Traramission Contrel Protocol irtemet Protocal. The defaut

‘mide area netwosk protocol that provides commurscation
‘2cross dverse intercannected netmorks.

oK Cancel
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Select the radio button
named ‘Use the following IP
address’

Enter the information shown
in the image to the right.

Select ‘Okay’ and the ‘Okay’
on the sub menu.

4+ ' Control Panel » Network and Internet » Netwark Connections

q . ction Rename this connection
Networking  Sharing

o
] Internet Protocol Version 4 (TCP/IPvd) Properties ®
General

TH  You can get IP setiings assigned automaticaly if your network supports
this capabiity. Otherwise, you need to ask your network adminstrator

¥ for the appropriate [P setings.
§ (O btain an IP address sutomatically
| : (@) Uge the following TP address
i Paddess: 192.168. 1 .99
| ‘ Subnet mask 255 .255.255 . 0
Defauit gateway: 192.168. 1 . 1

(@ Usg the following DHS server addresses:

Preferred DHS server: 8 .8.8.8
| Hternate DNS server
[ valdste ssttings upan exit [ —

Titems  1item selected

Change settings of this connection
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